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The global economy and boom in digital platforms has made the 
world of business faster and more convenient than ever. For 
organizations of all sizes, accessing global supply chains to make 
manufacturing and design more streamlined and cost-effective is 
a common reality, and the electronics industry is just one vertical 
that is reaping these benefits.
With this growth in global suppliers 

and distributors, however, there has 

been a corresponding boom in nefarious 

participants, looking to pass off counterfeit 

goods as genuine and syphon off your profits 

as a result. The fake semiconductor industry 

alone represents a $75B risk, with fake 

electronics accounting for an additional $169 

billion. In 2013 alone, the U.S. government 

seized $145 million worth of fake electronics 

— a number which sounds staggering, but is 

really just a small percentage of the global 

counterfeit goods market.

Counterfeit or low-quality parts may not 

work at all, and because counterfeiters tend 

to run “fly-by-night” operations, returns 

are usually out of the question, so initial 

investments are lost.

On the other hand, counterfeits might work 

for a while. When products fail before they 

reach the projected life span, costs for 

repair or replacement can wipe out any profit 

(remember that recent smartphone recall?).

Some counterfeits are designed to gather 

sensitive intellectual property or intelligence. 
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Loss of IP can be economically 

disastrous, and exposure of intelligence 

can compromise national security and 

infrastructures. Counterfeits designed 

to purposely malfunction can cause 

expensive loss of property, not to 

mention personal injury or death.

Damage to corporate reputation can sink 

that bottom line even further and that’s 

for products that don’t cause personal 

injury or death when they fail. Loss of 

reputation is intensified and compounded 

by costly legal action.

So what can you do to protect your 

business? And how can you spot a 

counterfeit or potentially fake  

source? Let’s explore the  

landscape and what you can  

do to keep you and your  

organization safe. 

There are many types of non-authentic 

semiconductor components. For example, 

some counterfeits are just fake or damaged 

parts that, for any one of a number of reasons, 

don’t work. Others are fully functioning 

components that have been mismarked to 

indicate they are different (and usually more 

expensive) than what they really are. Other 

components have been modified to gather 

information or to purposely malfunction. 

A document called the “Defense Industrial 

Base Assessment: Counterfeit Electronics” 

was created in 2009 by the U.S. Department 

of Commerce Bureau of Industry (BIS) and 

Security Office of Technology Evaluation (OTE) 

at the request of Naval Air Warfare Systems 

Command (NAVAIR). Included, was a survey 

to assess the presence of counterfeit and 

defective electronics in commercial, industrial, 

and defense supply chains, as well as the 

consequences they threaten. 

What Makes a Component Counterfeit?
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In order to proceed with this survey, surveyors first had to define what a “counterfeit” component really 

was — not an easy task, as no firm and universally accepted definition had ever been established. 

Ultimately, OTE included the following broad definition of the term “counterfeit” for use in their report: 

A counterfeit is an electronic part that is  

not genuine because it: 

R is an unauthorized copy; 

R  does not conform to the original OCM 

design, model, and/or performance 

standards;

R  is not produced by the OCM or is produced 

by unauthorized contractors;

R  is an off-specification, defective, or used 

OCM product sold as “new” or working; or 

R  has incorrect or false markings and/or 

documentation. 

OTE also identified “Five different sectors 

that have unique roles within the U.S. 

electronic part supply chain and overall 

defense industrial base”: 

R  OCMs [original component manufacturers]; 

R  Authorized and independent distributors 

and brokers; 

R  Circuit board assemblers; 

R  Prime contractors and subcontractors; and

R  Department of Defense (DoD) installations. 
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Where
Do Counterfeits 
Come From?

Counterfeiters are quick to take advantage of any opportunity to 
make some “easy money.” They find a ready market when on-
hand inventory is low, when ongoing manufacturing will not meet 
demand, when a component is no longer manufactured, or when 
manufacturing lead times are prohibitive. 
Opportunistic counterfeiters take advantage 

of available raw material, which they can 

procure at little to no cost. This includes 

defective components that are not 

recalled by manufacturers as well as 

defective or overstocked inventory that 

is scrapped in landfills domestically 

or sent as unmonitored electronic 

waste (e-waste) to other countries. 

A manufacturer may also send rejected 

devices to unscrupulous reclamation 

companies that then sell the devices 

to unauthorized dealers and send false 

certification back to the manufacturer, 

“proving” that the stock has been properly 

processed. Manufacturing subcontractors 

may overproduce a “run” of components and 

sell the excess to unauthorized brokers. 

Counterfeiters often obtain—even legally—a 

stock of relatively cheap, lower-grade 

devices. To make a profit, they re-mark the 

devices to resemble devices with higher 

specifications and sell them at a higher price. 

An example is remarking a commercial-grade 

component to resemble a high-reliability or 

space/ military–grade component. 

To obtain “stock” from recycled e-waste, 
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R  A counterfeit semiconductor component 

was identified in an automated external 

defibrillator (AED) resulting in a defibrillator 

over-voltage condition.

R  A counterfeit semiconductor component 

caused a fire in the control circuitry in a 

vacuum cleaner for residential use.

R  A counterfeit semiconductor failed in a 

power supply used for airport landing lights.

R  A broker shipped counterfeit 

microcontrollers intended for use in braking 

systems in high-speed trains in Europe.

R  A broker shipped counterfeit 

microprocessors intended for use in 

automated medication applications, 

including intravenous (IV) drip machines.

R  A broker shipped counterfeit voltage 

regulators intended for use in automotive 

braking systems and automotive airbag 

deployment systems.

workers melt the solder so they can extract the components from the 

board or socket. This procedure is hazardous to the health of workers 

and the environment. Components are then cleaned up, remarked, 

and sold as new. Ironically, the very same directives meant to ban 

hazardous waste sometimes enable counterfeiters. These directives 

encourage manufacturers to ship their waste “offshore” where it 

becomes the “source stock.” 

Incorrect handling of potentially “good” 

semiconductors, in any of these models, can 

introduce defects and early failure due to 

contamination, an electrostatic discharge, or 

problems due to incorrect dry packing. The most 

ominous defect, however, is one that cannot be detected early on, 

passes through all the manufacturers’ screening protocols, and ends 

up failing when a system is “in the field.” 

Real-world Examples
A report prepared in 2013 by 
the Semiconductor Industry 
Association (SIA) Anti-
Counterfeiting Task Force (ACTF) 
listed the following incidences of 
counterfeiting:
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R  A broker shipped counterfeit 

semiconductors intended for use in 

radiation detectors that emergency 

responders would use in cases of a nuclear 

power accident.

R  A broker shipped counterfeit 

semiconductors intended for use in nuclear 

submarines. 

In a 2008 blog post, authors Brian Grow, Chi-

Chu Tschang, Cliff Edwards, and Brian Burnsed 

wrote about Robert Ernst, who heads research 

into counterfeit parts for the Naval Air Systems 

Command’s Aging Aircraft Program in Patuxent 

River. They report that Ernst estimates that as 

many as 15% of all the spare and replacement 

microchips the Pentagon buys are counterfeit. 

“We are having field failures regularly within 

our weapon systems — and in almost every 

weapon system,” Ernst says.

The issue persists today. According to a 

2017 eeNews Europe report, in 2016 The 

European Semiconductor Industry Association 

(ESIA) reported that more than one million 

counterfeit semiconductors were seized 

by a Joint Customs Operation (JCO) code 

named “Operation Wafers.” The operation was 

coordinated by Dutch customs and conducted 

with the cooperation of the European Anti-

Fraud Office (OLAF) and customs authorities 

from 12 EU member states. The parts arrived in 

Europe from China and Hong Kong by post and 

express courier. 
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How
To Tell If 
Components Are 
Counterfeit?

The two most common methods of identifying counterfeits are 
visual inspection and electrical test; each involves multiple types 
of tests that are used depending on the device being examined. 
The problem is, as the test methods become more sophisticated, 
so do the methods of the counterfeiters. The best test program 
is the one created by the original 

manufacturer. Other tests conducted by 

“outside test houses” are unlikely to be as 

robust and comprehensive; therefore, their 

reliability is questionable. If the test program 

isn’t from the original manufacturer, what 

kind of claims is the test house making? How 

are the results presented? Quality engineers 

are excellent sources of information; they are 

highly trained experts. 

Another inadequacy to authenticity testing 

is that, for reasons of time and cost, not 

all components in a shipment are tested. 

Counterfeiters often make sure that the 

individual components most likely to be 

tested (at the beginning and end of reels and 

tubes) are actually viable components that 

will test “okay.” 

Many original component manufacturers 

include secret features in their packaging 

and packaging materials. As long as these 

features remain secret, manufacturers can 

usually certify authenticity by viewing a 

photo or the actual packaged component. 

Original component manufacturers will 

often authenticate “suspect counterfeit” 

components seized by Customs authorities 



or involved in criminal investigations; 

however, because of time and cost 

restraints, they are not able to conduct 

unlimited free authenticity checks for 

non-government agencies. To further 

complicate matters, even components 

that are certified as “authentic” can 

be sub-standard if they have been 

mishandled, and that sort of damage 

is usually not visible. The following 

components are at the highest risk:

R  Programmable Logic IC

R  Microprocessor

R  Analog IC

R  Memory IC

R  Transistor

ERAI The Electronic Resellers Association 

Inc. (ERAI), a privately held organization, 

monitors, investigates, and reports issues that 

affect the global semiconductor supply chain. 

While this information services organization 

reported a drop in the incidents of counterfeit 

electronic components in 2017, this most likely 

does not reflect the current trend. 

Barbara Jorgensen is managing editor at 

Electronics Purchasing Strategies (EPS) News, 

an online resource for electronics procurement 

professionals. In a July 2018 article, Jorgensen 

interviewed Damir Akhoundov, ERAI IT 

manager, who maintains, “It will be interesting 

to see if this trend persists through 2018 or 

whether the decline was only temporary.” 

Here is the math behind Akhoundov’s 

uncertain outlook: In the first half of 2017, 

ERAI reported 361 nonconforming, suspect 

counterfeit parts. During the same time period 

in 2018, 462 were reported, an increase of 

more than 30%. 

Jorgensen writes that the 2017 decline “could 

reflect the robust anti-counterfeiting efforts 

Who is Policing Counterfeit Components?

10
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adopted by procurement organizations; 

counterfeit parts prevented from entering the 

U.S. through customs seizures and detentions; 

or the lack of enforcement of government and 

industry reporting requirements.” 

It is impossible to make predictions because 

the elements that make up the underground 

world of counterfeiters are both hidden 

and constantly changing. For example, 

counterfeiters may be discouraged by 

new and improved counterfeit detection 

techniques. But experience has shown 

that counterfeiters’ technology is never far 

behind detection technology, and in some 

cases, counterfeiters are even ahead in the 

technology game. All of this means that, 

despite the ERAI’s efforts, fewer counterfeit 

parts are detected. 

JEDEC The JEDEC, or the Joint Electron 

Device Engineering Council, is an independent 

organization aimed to help control trade and 

the standardization of electronic devices and 

semiconductors. Their lists of standards have 

helped to recognize and avoid counterfeit 

various semiconductors and electronics parts 

for years. However, with the constantly shifting 

marketplace and increased sophistication of 

counterfeit components, it can be difficult to 

stay on top of the latest trends in counterfeiting, 

even for an organization like JEDEC. 

NDAA The National Defense Authorization 

Act was enacted in 2012. This legislation was 

prompted by numerous incidents of counterfeit 

semiconductors in military as well as commercial 

applications. Component failures demonstrated 

how counterfeit devices could compromise 

national security and infrastructures and could 

also cause personal injury or death. Excerpts 

from the National Defense Authorization Act 

highlight the government’s intention to hold 

manufacturers responsible for the control of 

counterfeit components: 

R  (A) covered contractors who supply 

electronic parts or products that include 

electronic parts are responsible for 

detecting and avoiding the use or inclusion 

of counterfeit electronic parts or “suspect 

counterfeit” electronic parts in such 

products and for any rework or corrective 

action that may be required to remedy the 

use or inclusion of such parts; and

R  (B) the cost of counterfeit electronic parts 

and “suspect counterfeit” electronic parts 

and the cost of rework or corrective action 

that may be required to remedy the use or 

inclusion of such parts are not allowable 

costs under department contracts. 

While this legislation sheds some light on the 

challenge and makes manufacturers more 

responsible for controlling counterfeits of their 

products, it doesn’t necessarily make it any 

easier for the end-user to recoup the costs, 

and undo the damage from counterfeit goods.
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How Can You 
Protect Your 
Company?

Always purchase directly from the 

manufacturer or from the manufacturer’s 

authorized dealer. Remember that traceability 

is paramount and can best be enforced with 

a legitimate Certificate of Conformance that 

stays with the components. 

Siliconexpert’s Saas Solution Helps 
Buyers Make Better Decisions Faster
SiliconExpert offers a SaaS solution that 

provides the readily available, sophisticated, 

relevant, and up-to-the-minute data that 

buyers need in order to remove risk from their 

supply chain. Constant product innovation 

and dedicated high-level customer service 

ensure long-term partner relationships 

with leading commercial and government 

original manufacturers, top-tier authorized 

distributors, contract manufacturers, and 

component suppliers. 

Through a SiliconExpert BOM analysis, 

customers around the world manage risk, 

avoid redesigns, and mitigate obsolescence. 

Customers can learn which components 

are the likeliest to be counterfeited, and 

which are at high risk for product change 

notification (PCN) and end-of-life (EOL). 

Members of the Semiconductor Industry Association (SIA) 
are working to develop anti-counterfeiting standards and 
specifications; however, because too many of these standards 
depend on identifying counterfeits, and identification methods 
are aimed at constantly moving targets, the best solution is still to 
follow the “golden rule” of semiconductor purchasing: 

Be Proactive
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They can also confirm the reliability of multiple 

sources. Information is updated faster than 

at any other source. Customers can access 

information at any time and can even set up 

automated alerts. 

Siliconexpert Solution’s “Red Warning 
Flags” Can Help You Avoid Disaster
Here are examples of parts that were “red 

flagged” in the SiliconExpert system. By knowing 

where a weak link exists in the supply chain, you 

can take proactive measures to avoid disaster.

CLONED PART: An aerospace company 

purchased components from a non-authorized 

independent distributor in June 2008. During 

acceptance testing, the components were 

categorized “suspect counterfeit.” A third-

party inspection and analysis confirmed 

the components were counterfeit. All 72 

suspect parts were quarantined and held 

for destruction. Analog Devices, Inc., was 

contacted; here is their response: “Since ADI 

cannot determine the origin or legitimacy of 

products procured through brokers or other 

non-authorized sources, we cannot provide 

warranty coverage or any quality, reliability, 

failure analysis, applications, or other support 

on such products. ADI will neither accept 

returns nor provide credit on products that 

have been purchased from brokers or other 

non-authorized sources.”

The Siliconexpert Report Shows 
That, Even Without a Confirmed 
Counterfeit Report on a Part Number, 
the Counterfeit Possibility Risk is 
High Risk With a Score of 70.21% 
REMARKED PART: A component distributor 

received electronic parts represented as new 

and unused. Parts were marked with the 

Atmel Corporation trademark, part number 

AT29C020-70JU, and date code 0712. The parts 

were received from a supplier in early 2018. 

The distributor did all inspections that were 

outlined in their quality management system. 

Their quality assurance inspectors passed 

the parts. The parts were then shipped to an 

independent test lab in March of 2018. The 

lab notified the distributor via email, that the 

components were rejected and quarantined 

because they had been blacktopped. The 

distributor put the supplier on a one-year 

probation. A “Supplier Corrective Action 

Report” was issued to the supplier. 

The Siliconexpert Report Shows 
That, Even Without a Confirmed 
Counterfeit Report on a Part Number, 
the Counterfeit Possibility Risk is 
High Risk With Score of 74.26% 
SiliconExpert provides the relevant data 

and insight needed to remove risk from the 

supply chain. 
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Founded in 2000, SiliconExpert helps you 

make better decisions, faster. Over 400 

electrical, software, and data engineers 

handcraft our component database to deliver 

the most comprehensive and current tools 

in the industry. Customers globally use our 

solutions to manage risk, avoid redesigns, 

and mitigate obsolescence in innovative 

industries such as consumer electronics, 

telecommunications, automotive, medical, 

and aerospace. SiliconExpert’s customers 

include: leading commercial and government 

OEMs, top-tier authorized distributors, contract 

manufacturers, and component suppliers. 

The more you know about the parts you 

need for your system, the easier it will be to 

avoid disaster. You’ll be able to maintain your 

company’s bottom line, and maximize its 

reputation by avoiding production disasters 

and ensuring your product’s integrity. 

It’s important to understand what you’re 

up against so you can address potential 

issues before they happen. SiliconExpert 

provides a robust and current data bank of 

information that you can use to anticipate 

part replacement needs, explore viable 

cross reference options, find out about 

product changes and alerts, and identify the 

“counterfeit risk factor.” 

The SiliconExpert solution is the 
best tool for eliminating risk. 

CLICK HERE FOR MORE
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